Appendix A — Draft Strategic Risk Register — March 2024

Strategic Risk Description
(not listed by priority)

Potential key causes of the strategic risk

Existing Key Controls & Mitigations

Actions

and possible effects if realised

1. Successful/serious
cyber security attack
on the Council

Note:

This would be a failing on the part
of the Council to ensure that its
cyber security arrangements
remain effective and fit for purpose

Corporate priority
Effective Council

Potential causes:

e Lack of effective cyber security policy and
procedures (out of date, not
communicated, not understood)

e Lack of relevant and timely training
relating to cyber security

e Lack of clarity in roles and responsibilities
relating to cyber security

e Cyber security culture not bought into

e Insecure digital systems and records
(Council and third-party providers)

Possible effects:

e Inability to access systems — unable to
deliver services

e Data compromised — potential harm to
individual/ICO fine

e Investigation and rectification costs

e Council reputation damage

— Up to date and effective IT and Cyber
Security Policy in place which is reviewed
annually and is communicated to staff who
are required to read and accept the policy
before using organisation systems

— Cyclical mandated IT and cyber security
training provided to all staff

— Elected Member cyber security training

— Defined roles and responsibilities in
relation to cyber security with an IT
security lead

— Regular communications, reminders, and
updates to staff in connection with cyber
risk

— Programme for continuous updating/
installation of software (including firewall)
and new hardware etc

— Regular reporting and monitoring of IT
security/cyber incidents and remedial
plans produced and actioned

— Engagement with national organisations to
ensure ongoing learning of threats and
prevention

Likelihood 2
X
Impact 4

High 13

B |

Explore engaging
random testing on
specific systems for the
purpose of identifying
weaknesses in the
Council IT defences

2. Serious safeguarding
failure by the Council

Note: This would be a failing on
the part of the Council to ensure
that its safequarding arrangements
remain effective and fit for purpose

Potential causes:

e Lack of effective safeguarding policy and
procedures (out of date, not
communicated, not understood)

e Lack of relevant and timely training
relating to safeguarding

— Safeguarding policy and procedure in place
which are communicated, accepted, and
understood by staff

— Cyclical and mandated staff safeguarding
training

— Safeguarding leads in place

Likelihood 2
X
Impact 3

High 9

Safeguarding policy in
progress of being
updated

Introduce monitoring of
safeguarding training
completeness for
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Strategic Risk Description

(not listed by priority)

Potential key causes of the strategic risk

Existing Key Controls & Mitigations

Actions

and possible effects if realised

Corporate priority
Effective Council

e Lack of clarity in safeguarding roles and
responsibilities

e Safeguarding culture not bought into

e Poorly maintained systems and records

(Reliance on volunteers in some areas
increases the likelihood of above)

Possible effects:

e Harm to service use

e Investigation and rectification costs
e Council reputation damage

e Regulatory intervention

— DBS checks when required undertaken in
connection with staff and contractors

— Defined roles and responsibilities in
relation to safeguarding included in job
descriptions

— Physical deterrents including secure sites
eg perimeter fencing, CCTV, site security
and access to sites by authorised staff

— Monthly reporting on safeguarding to
Statutory Officers Group

— Safeguarding annual report with
continuous improvement plan

— County Council S11 independent audit to
validate safeguarding arrangements with
outcomes reported to Governance & Audit
Committee

purpose of identifying
outliers (both officers
and members)

3. Serious health, safety,
and well-being failure
by the Council

Note: This would be a failing on
the part of the Council to ensure
that its health, safety, and well-
being arrangements remain
effective and fit for purpose

Corporate priority
Effective Council

Potential causes:

e Lack of effective application of health,
safety and well-being policies and
procedures (out of date, not
communicated, not understood)

e Lack of relevant and timely training
relating to health, safety and well-being

e Lack of clarity in health, safety and well-
being roles and responsibilities

e Health, safety and well-being culture not
bought into

e Lack of effective health, safety and well-
being risk assessment

e Poorly maintained systems and records

— Corporate Health & Safety Policy and
procedures in place which is accessible via
intranet and included as part of induction
for all new starters

— Health & Safety Manager in post to
provide safety advice and coordinate
health and safety activities ie policy,
procedures, communications, initiatives
etc

— Roles and responsibilities defined within
the Health & Safety Policy

— Health & Safety annual report to
Governance & Audit Committee

Likelihood 2
X
Impact 3

High 9

on |
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Strategic Risk Description

(not listed by priority)

Potential key causes of the strategic risk
and possible effects if realised

Possible effects:

e Harm to service user/staff member/visitor
etc

e Investigation and rectification costs
(including potential fines)

e Council reputation damage

Existing Key Controls & Mitigations

— Health & Safety monthly report presented
to Statutory Officers Group

— Monthly meetings with Chief Executive
and Health & Safety Manager

— Health & Safety Manager communicates
important issues to Senior Leadership
Team for their consideration and
agreement of action necessary

— Service and activity risk assessments
undertaken across the Council by
managers and cyclically reviewed annually
(as a minimum)

— Monthly housing compliance review and
reporting to ensure embeddedness of
safety and wellbeing arrangements for
tenants

— Exercise with Caution List maintained and
subject to regular review

— Programme of Health & Safety audits with
outcomes reported and actions monitored

Actions

4.

Ineffective financial
management

Corporate priority
Effective Council

Potential causes:

e Increasing costs (out of controls) eg
energy, supplies etc, or unforeseen
financial event — major repair cost or fraud
loss

e Poor financial planning and budgetary
control

e Weak financial controls — financial
procedures are out of date, not

— Financial Regulations (and Contract
Procedure Rules) in place and regularly
reviewed and updated

— Medium Term Financial Plan supported by
relevant policies

— Monthly financial reports including
assessment/discussion of financial position
produced and presented at CMT

— Financial training for all finance staff and
budget holders

Likelihood 1
X
Impact 3

Medium 6

Chm_
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Strategic Risk Description

(not listed by priority)

Potential key causes of the strategic risk
and possible effects if realised

Existing Key Controls & Mitigations

Actions

communicated, not understood, not
followed

e Lack of clarity in roles and responsibilities
relating to financial management

e Poorly maintained systems and records

Possible effects:

e Council financial stability threatened
e Council plans stifled

e Council reputation damage

e Qualified Audit Opinion

— Scheme of Delegation in place and
transparency in ODD reporting

— Service management monthly budget
management routines including meetings
with finance team as required

— Statutory Officer review of committee
reports for financial implications including
commentary as appropriate

— Quarterly report to Finance and Economic
0OSC and Cabinet

— Annual Budget Joint Overview & Scrutiny
Committee

— Experienced finance team including
procurement officer and support from
Welland Procurement Partnership

— Internal audit plan adopted by Governance
& Audit Committee and monitored

— Annual Governance Statement production
and publication

— Annual financial statements produced and
signed off by CMT (and subject to external
audit — unqualified opinion)

5. Unable to maintain
and build quality and
consistency in service
provision by the
Council

Context:

Potential causes:

¢ Inadequate operating environment —
outdated materials, technology, buildings
etc

e Lack of (loss of) knowledge and experience
in those involved in service provision

¢ Deficiencies in service delivery and poor
performance not being addressed

— Development and improvement plans in
place with SMART KPIs

— Regular consideration of partnerships and
collaborations to improve quality and
consistency of service provision, with a
Partnership Register in place (see Risk 8
partnership and collaboration risk)

Likelihood 2
X
Impact 3

High 9

Create visibility of LGA
Peer review action plans
for purpose of oversight
and continued
monitoring and tracking
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Strategic Risk Description

(not listed by priority)

Potential key causes of the strategic risk

Existing Key Controls & Mitigations

Actions

and possible effects if realised

The Council has recently emerged
from a housing regulatory
intervention

Corporate priorities
Effective Council
Housing

¢ Development and improvement plans not
fit for future (coupled with lack of effective
measurement SMART KPlIs, monitoring and
reporting)

e Lack of innovation with regards to
provision of services (lack of innovation
culture)

Possible effects:

e Sub-optimal outcomes and experiences for
service users

e Negative regulatory outcome

¢ Loss of confidence in the Council amongst
stakeholders/reputation damage

— Links with other local authorities/forums
for knowledge sharing/identification of
what others are doing differently and
innovatively

— Review Corporate Complaints for lessons
learned

— Annual service planning, aligned with
budget and financial planning

— Corporate project planning

— Business continuity planning

— Action plans developed to address
identified poor service/service failures

— Succession Planning

6. Unable to maintain
and build sufficient

staffing capacity and
capability
Context:

The Council is currently
experiencing recruitment
challenges in Housing and Building
Control

Corporate priority
Effective Council

Potential causes:

e Recruitment — the Council doesn’t know
what skills and experiences are required

e Recruitment — competition in the
marketplace for candidates to fill vacancies

e Recruitment — the Council is not seen as
sufficiently attractive as an employer
(image and profile, rewards and benefits,
culture, and values etc)

e Recruitment — lack of quality candidates to
recruit

e Retention — lack of personal/career
development, progression, and succession
opportunities

e Retention — the Council culture and
behaviours are not bought into (for various
reason)

— HR/People/Recruitment Strategy in place
and monitored by Employment Committee

— All vacant and new posts subject to a
business case and challenged to review if
the post is still required at the requested
grade prior to progression

— Alternative service provision options
considered/explored as appropriate eg
buying in services/sharing posts etc

— Job evaluation scheme with regular review
of market conditions

— Regular JCNC meetings

— Employee Assistance Programme in place

— Internal development through training and
apprenticeships

Likelihood 2
X
Impact 3

High 9

"
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Strategic Risk Description

(not listed by priority)

Potential key causes of the strategic risk
and possible effects if realised

Existing Key Controls & Mitigations

Actions

¢ Retention — more attractive employment
elsewhere

e Retention — poor performance goes
unchecked — not identified and not
addressed

Possible effects:

¢ Inconsistencies or deterioration in quality
of service/provision

e Deterioration in service user/stakeholder
experience and outcomes

e Inefficiency/increased costs experienced

— Corporate training plan in place with focus
on middle managers for upskilling and
training

— Talent Management Strategy

— Succession Planning

— Employment Committee receive quarterly
HR dashboard data

— Annual appraisal and staff development
plans in place for all staff completion and
outcomes subject to monitoring and
review

— Annual staff survey with outcomes
reported to the Employment Committee

— Equality & Diversity/gender pay gap
assessment

7. Failure to explore
digital transformation
of Council Services

Corporate priority
Effective Council

Potential causes:

¢ No clear/consistent technology
development and transformation strategy
at the Council

¢ No visibility of technology activities,
application, and use (no embedded
technology change culture)

e No (or unreliable) mechanism to measure
value generated at the Council through use
of technology

e Lack of capacity and capability in
connection technology and digital
provision

e Lack of budget available to invest in future
technologies

— Business Development Plan for key
projects

— Option appraisal

— Post implementation reviews undertaken
to identify benefits realised

— Customer access strategy including up to
date website with online communications
channel

Likelihood 3
X
Impact 3

High 12

Develop a Council wide
digital vision and
transformation strategy

Linked to above -
undertake Council wide
assessment of digital
capacity and capability
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Strategic Risk Description
(not listed by priority)

Potential key causes of the strategic risk
and possible effects if realised

Existing Key Controls & Mitigations

Actions

Possible effects:

e Sub-optimal service provision by the
Council

e Reduced service users experience

e Inefficiency experienced — technology not
used/not used to its full potential

8. Not maintaining and
developing fruitful
partnerships and
collaborations

Context:
The Council is involved with many

These are a key component of
successful service delivery (Risk 5).
Ahead the devolution deal will lead
to a review of these arrangements
and where appropriate an
expansion of partnership working.
Leading up to devolution there will
be a review of the control
environment to ensure it is fit for
purpose.

Corporate priority
Effective Council

partnerships, as lead or participant.

Potential causes:

e No clear or up to-date strategy or mandate
re exploring, identification and
engagement with other agencies to
collaborate and partner with

e Lack of reliable measures and assessment
of outcomes (return on investment) from
partnerships and collaborations

e Lack of Council resources, capacity, and
capability to create and sustain effective
collaborations and partnerships with
businesses and other agencies

Possible effects:

e Resource waste — poor VFM

e Sub-optimal outcomes for the Council

e Reduced profile of the Council amongst
key stakeholders

— Collaboration/partnership strategy agreed
by Cabinet

— Partnership Register maintained

— Member appointment to Board of
partnership where appropriate

— SMART Key Performance Indicators in
place in relation to collaborations and
partnerships with regular monitoring and
reporting, with action plans being taken to
address issues

— Budgeting accommodates partnerships/
collaborations

— Existing partnerships and collaborations
identified and are subject to review to
ensure that they are effective including
governance structure

— Partnership and collaboration agreements
in place and are subject to regular review

Likelihood 2
X
Impact 3

High 9

on |
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Strategic Risk Description

(not listed by priority)

Potential key causes of the strategic risk
and possible effects if realised

Existing Key Controls & Mitigations

Actions

9. #TeamSK values/
culture are not lived

Corporate priority
Effective Council

Potential causes:

¢ Behavioural expectations are not clearly
set out (not communicated or recognised)

e Lack of measurement with regards to
Council culture

e Lack of organisation development capacity
and capability re culture

e Poor performance and behaviours are not
tackled/good performance not recognised
and celebrated

Possible effects:

e Reduced quality of provision — poor service
user experience and lack of innovation

e Weakened governance — the Council make
poor decisions

o Staff dissatisfaction

e Sub-optimal delivery and achievement of
the Council plans

e Reputation damage

— Behavioural expectations clearly set out

— Staff and Member Codes of Conduct in
place

— Staff annual engagement survey

— Staff job descriptions and appraisals
include values and behaviours

— Organisational Development plan

— Equality, Diversity, and Inclusion Strategy

— Review of the SK Values

— Effective People Panel

— Back to the floor services by senior officers

— Annual staff recognition awards

— Monthly ‘All Hands Call’

Likelihood 2
X
Impact 3

High 9

on |

Create increased
visibility of #TeamSK
within the Council

Undertake review and
update of the Staff and
Members’ code of

10. Unable to meet
requirements of new
regulations and
legislation affecting
the Council

Note: Examples given were
Environment Bill, Planning Act and
recent Elections Act

Potential causes:

e Lack of awareness or visibility of
emerging/new regulations and legislation

e Ineffective (untimely) interpretation to
enable understanding of requirements and
implications

e Lack of communications/learning and
development to meet new requirements
across the Council

e Ineffective response plans — what, how,
who and when

— Legal Department undertake regular
horizon scanning for new legislation

— Monitoring Officer in place and effective

— Regular reporting on breaches of
legislation/regulations produced by
Monitoring Officer

— Attendance at events (CIPFA, AEA, ADSO,
SOLACE/LGA)

Likelihood 1
X
Impact 3

Medium 6

Chm_
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Strategic Risk Description

(not listed by priority)

Potential key causes of the strategic risk
and possible effects if realised

Existing Key Controls & Mitigations

Actions

Corporate priority
Effective Council

e Ineffective response —lack of resources,
knowledge and experience, funding etc

Possible effects:

e Ultra vires activities — the Council could be
subject to legal challenge

e Deterioration in quality of services

e Council reputation damage

— LGA links and APSE wider networks used to
raise awareness of legislative and
regulatory changes

— Daily briefing from the DLUHC

— OFLOG data set review to identify where
the Council may be an outlier

11. Not sufficiently
engaging with and
responding to
climate change

Corporate priority:
Sustainable South
Kesteven

Potential causes:

e No clear sustainability strategy and plan
for the Council (or lack of commitment to
plans in place)

e No visibility of sustainability activities or
mechanism to measure sustainability value
provided by the Council

e Lack of capacity and capability available in
connection with sustainability

e The Council do not prioritise the green
agenda/sustainability — it is not core to
decision making, communications etc

e Lack of budget commitment to the green
agenda/sustainability

Possible effects:

e Sub optimal value from sustainability being
realised by the Council

e Loss of Council profile amongst
stakeholders and partners — reputation
damage

e Inefficiency experienced

— Dedicated climate change reserve within
budget for the purpose of funding
climate/carbon reduction initiatives

— Climate change strategy

— Carbon Reduction Plan in place and
monitored by Environment Committee

— Maximise external funding SHDF etc

— Local plan policies to support climate
change response/mitigation

— Intranet includes climate change updates
and information to raise staff awareness,
communicate progress of initiatives and
advice/best practice

— Regular report to Environment Committee
on progress of response to climate
emergency as part of a detailed work
programme

— Environment Overview & Scrutiny
Committee

Likelihood 2
X
Impact 3

High 9

on |
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Strategic Risk Description Potential key causes of the strategic risk . e .
) .. . . . Existing Key Controls & Mitigations Actions
(not listed by priority) and possible effects if realised
12. Not effectively Potential causes: — Local Economic Forum Likelihood 2 | Review service plans to
engaging with our e The Council has not determined its key - Engagemgnt of SK Team with key X |dent|fy‘key stakeholders
stakeholders partnerships Impact2 | along with method of
key external e Insufficient channels, systems, and process | — Community engagement strategy = engagement
stakeholders through which to collate, assess — Community consultation framework Medium 5
stakeholder intelligence (coupled with adopted Use outputs from above
ineffective monitoring, reporting and — Community engagement plan in place 1' to develop stakeholder
responding by the COlfnCil) o — External communications plans including map
Corporate priority: e Lack of forward planning, prioritisation, digital comms (web site and social media) )
Enabling Economic and agility to make changes required asa | _ youth Council
Opportunity result of stakeholder engagement ) — CEO/Directors/Cabinet/Members
¢ Ineffective communications, marketing, networkin
. . g
and publicity — function, systems, process
and platforms
Possible effects:
e Stakeholders interests not best served
e Erosion of confidence in the Council
e Lack of learning — unable to exploit
opportunities arising and poor
performance remains invisible
13. Governance failure Potential causes: — Up to date Constitution in place (and Likelihood 2
e Lack of clearly defined committee subject to regular review) X
structure and procedures, including terms | — Clearly defined committee structure in Impact 3
of reference to support effective decision place =
Corporate priority making and scrutiny — Up to date Terms of Reference for all High 9
Effective Council e Behavioural expectations of members (eg committees _
adherence with the Nolan — Member and Officer Scheme of delegation
Principles/Standards in Public Life) are not in place ()

clearly set out (not communicated or
recognised) This is currently heightened

Page 10 of 13



Appendix A — Draft Strategic Risk Register — March 2024

Strategic Risk Description
(not listed by priority)

Potential key causes of the strategic risk

Existing Key Controls & Mitigations

Actions

and possible effects if realised

due to a large number of new members
following recent elections

e Lack of governance measurement —
ineffective processes, non-adherence and
poor behaviours go unidentified/not
tackled

e Lack of member development programme

Possible effects:

e Ineffective/inefficient decision making

o lllegality

e Stakeholder dissatisfaction

e Local democracy undermined - reputation
damage

— Governance training provided at induction
and cyclical updates, including standards in
public life

— Committee effectiveness assessment
(annually). Action plans developed to
address areas of concern

— Committee chairs are sufficiently
experienced and trained to fulfil role

— Up to date policies and procedures
including compliance which are subject to
cyclical review and are communicated to
staff (and accepted)

— Council decisions published

— The Annual Governance Statement
compilation and review

Note: Recent internal audit review of
Governance (substantial opinion provided)

14. Significant
fraud/theft
successfully
committed against
the Council

Corporate priority
Effective Council

Potential causes:

e Lack of effective anti/counter fraud (theft
and corruption) policy and procedures (out
of date, not communicated, not
understood), including whistle-blowing
arrangements

e Lack of relevant and timely training
relating to preventing/detecting fraud
(theft and corruption)

e Lack of clarity in fraud/theft prevention
roles and responsibilities

e Anti-fraud culture not bought into

— Counter Fraud Framework in place

— Whistleblowing Policy in place

— Internal audit appointed

— Governance & Audit Committee is
effective

— Monthly Statutory Officers Group meeting

— Appropriately trained staff, appropriate
culture and awareness, segregation of
duties, whistleblowing procedures and
closure reports

— Financial Regulations/Standing Orders,
budget monitoring regime, financial

Likelihood 1

X

Impact 4

High 10

.

Develop fraud risk
assessment action plan

Undertake review of
counter fraud policy
framework and
procedures
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Strategic Risk Description

(not listed by priority)

Potential key causes of the strategic risk

and possible effects if realised

Existing Key Controls & Mitigations

Actions

e Poorly maintained systems and records

Possible effects:
e Investigation and rectification costs
e Council reputation damage

management systems, indemnity
insurance

— National Fraud Initiative/data matching

— External audit opinion explicitly addresses
regularity

— Fraud risk assessment undertaken

15. Unable to effectively
respond to political
priorities

Corporate priority
Effective Council

Potential causes:

e Political shifts and movement - both at
national and local level, including party
and individuals creates a lack of clarity

e Ineffective response plans — what, how,
who and when. Difficulty in unwinding
existing arrangements and commitments

e Lack of available resources

Possible effects:

e Deterioration in quality of services

e Dissatisfied stakeholder — Council
reputation damage

e Legal challenge

— Weekly meeting between Chief Executive
and Council Leader

— Regular officer and Member liaison
meetings, including Portfolio Holder and
officer meetings

— CMT horizon scanning

— Executive briefing

— Executive/Senior team attendance
at/participation in networks and forums —
local, regional, and national

— Professional/association body membership
alerts and journals eg LGA, SOLACE, CIPFA,
AEA, APSE, ADSO

— Stakeholder engagement and consultation

— Reference to corporate plan in all decision-
making reports

— Regular review of priorities and plans by
the Senior Team

— Member/Corporate Management Team
positive and effective relationship

Likelihood 1
X
Impact 4

High 10

-

Explore use of Chair of
Chair forums
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Critical
SIS VRIEEN 15 16
risk Medium

High

Very High Very High

Major
Some tolerance
to the risk

14

Impact

Moderate
Risk can be
tolerated in most

cases

Minor
Risk can be
tolerated

Unlikely Possible Likely Certain

Low but not o More likely to occur | Expected to occur in

. . Fairly likely to occur )

impossible 21% - 0% than not most circumstances
<20% ] 51% - 80% >80%

Likelihood
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